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NETWORK FORMATS

Network devices must be connected using some form of physical medium. Most commonly, this is done through cabling. However, today’s networks also include wireless which can be extended to desktop
computers, or to laptop or palmtop devices connected to a cellular
phone. There are several different connection methods; however, the
most popular today are Ethernet and
Token Ring.
PAY O F F I D E A
Serious discussions about both of
There is much about today’s networking environments for the information security spethese networks, their associated cacialist to understand. However, being sucbling, devices and communications
cessful in assisting network engineers in
methods can easily fill large books.
designing a secure solution does not mean
Consequently, this article only prounderstanding all the components of the
vides a brief discussion of the history
stack, or of the physical transport method
involved. It does, however, require knowland different media types available.
Ethernet

Ethernet is, without a doubt, the
most widely used local area network
(LAN) technology. While the original
and most popular version of Ethernet
supported a data transmission speed

edge of what they are talking about and the
differences in how the network is built with
the different media options, and what the inherent risks are. The network designer and
the security professional must have a strong
relationship to ensure that the concerns for
data protection and integrity are maintained
throughout the network. Part 1 of this article
(87-01-01) defined a network and discussed network devices and network topologies. Part 2 (this article) continues with network formats and cabling types.
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of 10 Mbps, newer versions have evolved, called Fast Ethernet and Gigabit Ethernet, that support speeds of 100 Mbps and 1000 Mbps.
Ethernet LANs are constructed using coaxial cable, special grades of
twisted pair wiring, or fiber-optic cable. Bus and star wiring configurations are the most popular by virtue of the connection methods to attach
devices to the network. Ethernet devices compete for access to the network using a protocol called Carrier Sense Multiple Access with Collision
Detection (CSMA/CD).
Bob Metcalfe and David Boggs of the Xerox Palo Alto Research Center
(PARC) developed the first experimental Ethernet system in the early
1970s. It was used to connect the lab’s Xerox Alto computers and laser
printers at a (modest, but slow by today’s standards) data transmission
rate of 2.94 Mbps. This data rate was chosen because it was derived from
the system clock of the Alto computer. The Ethernet technologies are all
based on a 10 Mbps CSMA/CD protocol.
10Base5. This is often considered the grandfather of networking technology, as this is the original Ethernet system that supports a 10-Mbps
transmission rate over “thick” (10 mm) coaxial cable. The “10Base5”
identifier is shorthand for 10-Mbps transmission rate, the baseband form
of transmission, and the 500-meter maximum supported segment length.
In a practical sense, this cable is no longer used in many situations. However, a brief description of its capabilities and uses is warranted.
In September 1980, Digital Equipment Corp., Intel, and Xerox released
Version 1.0 of the first Ethernet specification, called the DIX standard (after the initials of the three companies). It defined the “thick” Ethernet system (10Base5), “thick” because of the thick coaxial cable used to connect
devices on the network.
To identify where workstations can be attached, 10Base5 thick Ethernet coaxial cabling includes a mark every 2.5 meters to mark where the
transceivers (multiple access units, or MAUs) can be attached. By placing
the transceiver at multiples of 2.5 meters, signal reflections that may degrade the transmission quality are minimized.
10Base5 transceiver taps are attached through a clamp that makes
physical and electrical contact with the cable that drills a hole in the cable to allow electrical contact to be made (see Exhibit 1). The transceivers are called non-intrusive taps because the connection can be made on
an active network without disrupting traffic flow.
Stations attach to the transceiver through a transceiver cable, also
called an attachment unit interface, or AUI. Typically, computer stations
that attach to 10Base5 include an Ethernet network interface card (NIC)
or adapter card with a 15-pin AUI connector. This is why many network
cards even today still have a 15-pin AUI port.
A 10Base5 coaxial cable segment can be up to 500 meters in length,
and up to 100 transceivers can be connected to a single segment at any
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EXHIBIT 1 — 10Base5 Station Connections
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multiple of 2.5 meters apart. A 10Base5 segment may consist of a single
continuous section of cable or be assembled from multiple cable sections
that are attached end to end.
10Base5 installations are very reliable when properly installed, and
new stations are easily added by tapping into an existing cable segment.
However, the cable itself is thick, heavy, and inflexible, making installation a challenge. In addition, the bus topology makes problem isolation
difficult, and the coaxial cable does not support higher speed networks
that have since evolved.
10Base2. A second version of Ethernet called “thin” Ethernet, “cheapernet,” or 10Base2 became available in 1985. It used a thinner, cheaper coaxial cable that simplified the cabling of the network. Although both the
thick and thin systems provided a network with excellent performance,
they utilized a bus topology that made implementing changes in the network difficult and also left much to be desired with regard to reliability.
It was the first new variety of physical medium adopted after the original
thick Ethernet standard.
While both the thin and thick versions of Ethernet have the same network properties, the thinner cable used by 10Base2 has the advantages
of being cheaper, lighter, more flexible, and easier to install than the thick
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cable used by 10Base5. However, the thin cable has the disadvantage that
EXHIBIT 2 — 10Base2 Network
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Repeater
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its transmission characteristics are not as good. It supports only a 185meter maximum segment length (versus 500 meters for 10Base5) and a
maximum of 30 stations per cable segment (versus 100 for 10Base5).
Transceivers are connected to the cable segment through a BNC Tee
connector and not through tapping as with 10Base5. As the name implies, the BNC Tee connector is shaped like the letter “T.” Unlike
10Base5, where one can add a new station without affecting data transmission on the cable, one must “break” the network to install a new station with 10Base2, as illustrated in Exhibit 2. This method of adding or
removing stations is due to the connectors used, as one must cut the cable and insert the BNC Tee connector to allow a new station to be connected. If care is not taken, it is possible to interrupt the flow of network
traffic due to an improperly assembled connector.
The BNC Tee connector either plugs directly into the Ethernet network interface card (NIC) in the computer station or to an external thin
Ethernet transceiver that is then attached to the NIC through a standard
AUI cable. If stations are removed from the network, the BNC Tee connector is removed and replaced with a BNC Barrel connector that provides a straight-through connection.
The thin coaxial cable used in the 10Base2 installation is much easier
to work with than the thick cable used in 10Base5, and the cost of implementing the network is lower due to the elimination of the external transceiver. However, the typical installation is based on the daisy-chain model
illustrated in Part 1 (87-01-01, Exhibit 6), which results in lower reliability
and increased difficulty in troubleshooting. Furthermore, in some office
environments, daisy-chain segments can be difficult to deploy, and like
10Base5, thin-client networks do not support the higher network speeds.
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10Base-T. Like 10Base2 and 10Base5 networks, 10Base-T also supports
only a 10-Mbps transmission rate. Unlike those technologies, however,
10Base-T is based on voice-grade or Category 3 or better telephone wiring. This type of wiring is commonly known as twisted pair, of which
one pair of wires is used for transmitting data, and another pair is used
for receiving data. Both ends of the cable are terminated on an RJ-45
eight-position jack. The widespread use of twisted pair wiring has made
10Base-T the most popular version of Ethernet today.
All 10Base-T connections are point-to-point. This implies that a
10Base-T cable can have a maximum of two Ethernet transceivers (or
MAUs), with one at each end of the cable. One end of the cable is typically attached to a 10Base-T repeating hub. The other end is attached directly to a computer station’s network interface card (NIC) or to an
external 10Base-T transceiver. Today’s NICs have the transceiver integrated into the card, meaning that the cable can now be plugged in directly,
without the need for an external transceiver. If one is unfortunate enough
to have an older card with an AUI port but no RJ-45 jack, the connection
can be achieved through the use of an inexpensive external transceiver.
It is not a requirement that 10Base-T wiring be used only within a star
configuration. This method is often used to connect two network devices
together in a point-to-point ink. In establishing this type of connection, a
crossover cable must be used to link the receive and transmit pairs together to allow for data flow. In all other situations, a straight-through or
normal cable is used.
The target segment length for 10Base-T with Category 3 wiring is 100
meters. Longer segments can be accommodated as long as signal quality
specifications are met. Higher quality cabling such as Category 5 wiring
may be able to achieve longer segment lengths, on the order of 150
meters, while still maintaining the signal quality required by the standard.
The point-to-point cable connections of 10Base-T result in a star topology for the network, as illustrated in Exhibit 3. In a star layout, the
center of the star holds a hub with point-to-point links that appear to radiate out from the center like light from a star. The star topology simplifies maintenance, allows for faster troubleshooting, and isolates cable
problems to a single link.
The independent transmit and receive paths of the 10Base-T media allow the full-duplex mode of operation to be optionally supported. To
support full-duplex mode, both the NIC and the hub must be capable of,
and be configured for, full-duplex operation.
10Broad36. 10Broad36 is not widely used in a LAN environment. However, because it can be used in a MAN or WAN situation, it is briefly discussed. 10Broad36 supports a 10-Mbps transmission rate over a
broadband cable system. The “36” in the name refers to the 3600-meter
total span supported between any two stations, and this type of network
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EXHIBIT 3 — 10Base-T Star Network

IBM Compatible

IBM Compatible

Workstation

Workstation
Hub

IBM Compatible

IBM Compatible

Workstation

IBM Compatible

is based on the same inexpensive coaxial cable used in cable TV (CATV)
transmission systems.
Baseband network technology uses the entire bandwidth of the transmission medium to transmit a single electrical signal. The signal is placed
on the medium by the transmitter with no modulation. This makes baseband technology cheaper to produce and maintain and is the technology
of choice for all of the Ethernet systems discussed, except for 10Broad36.
Broadband has sufficient bandwidth to carry multiple signals across
the medium. These signals can be voice, video and data. The transmission medium is split into multiple channels, with a guard channel separating each channel. The guard channels are empty frequency space that
separates the different channels to prevent interference.
Broadband cable has the advantage of being able to support transmission of signals over longer distances than the baseband coaxial cable
used with 10Base5 and 10Base2. Single 10Broad36 segments can be as
long as 1800 meters. 10Broad36 supports attachment of stations through
transceivers that are physically and electrically attached to the broadband
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cable. Computers attach to the transceivers through an AUI cable as in
10Base5 installations.
When introduced, 10Broad36 offered the advantage of supporting
much longer segment lengths than 10Base5 and 10Base2. But this advantage was diminished with introduction of the fiber-based services. Like
10Base2 and 10Base5, 10Broad36 is not capable of the higher network
speeds, nor does it support the full-duplex mode of operation.
Fiber Optic Inter-repeater Link

The fiber optic inter-repeater link (FOIRL) was developed to provide a
10-Mbps point-to-point link over two fiber-optic cables. As defined in the
standard, FOIRL is restricted to links between two repeaters. However,
vendors have adapted the technology to also support long-distance links
between a computer and a repeater.
10Base-FL. Like the Ethernet networks discussed thus far, the 10Base-FL
(fiber link) supports a 10-Mbps transmission rate. It uses two fiber-optic
cables to provide full-duplex transmit and receive capabilities. All
10Base-FL segments are point-to-point with one transceiver on each end
of the segment. This means that it would most commonly be used to connect two router or network devices together. A computer typically attaches through an external 10Base-FL transceiver.
10Base-FL is widely used in providing network connectivity between
buildings. Its ability to support longer segment lengths, and its immunity
to electrical hazards such as lightning strikes and ground currents, make
it ideal to prevent network damage in those situations. Fiber is also immune to the electrical noise caused by generators and other electrical
equipment.
10Base-FB. Unlike 10Base-FL, which is generally used to link a router to
a computer, 10Base-FB (fiber backbone) supports a 10-Mbps transmission rate over a special synchronous signaling link that is optimized for
interconnecting repeaters.
While 10Base-FL can be used to link a computer to a repeater, 10BaseFB is restricted to use as a point-to-point link between repeaters. The repeaters used to terminate both ends of the 10Base-FB connection must
specifically support this medium due to the unique signaling properties
and method used. Consequently, one cannot terminate a 10Base-FB link
on a 10Base-FL repeater; the 10Base-FL repeater does not support the
10Base-FB signaling.
10Base-FP. The 10Base-FP (fiber passive) network supports a 10-Mbps
transmission rate over a fiber-optic passive star system. However, it cannot support full-duplex operations. The 10Base-FP star is a passive deAuerbach Publications
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vice, meaning that it requires no power directly, and is useful for
locations where there is no direct power source available. The star unit
itself can provide connectivity for up to 33 workstations. The star acts as
a passive hub that receives optical signals from special 10Base-FP transceivers (and passively distributes the signal uniformly to all the other
10Base-FP transceivers connected to the star, including the one from
which the transmission originated).
100Base-T

The 100Base-T identifier does not refer to a network type itself, but to a
series of network types, including 100Base-TX, 100Base-FX, 100Base-T4,
and 100Base-T2. These are collectively referred to as Fast Ethernet.
The 100Base-T systems generally support speeds of 10 or 100 Mbps
using a process called auto negotiation. This process allows the connected device to determine at what speed it will operate. Connections to the
100Base-T network is done through an NIC that has a built-in media independent interface (MII), or by using an external MII much like the
MAU used in the previously described networks.
100Base-TX. 100Base-TX supports a 100-Mbps transmission rate over
two pairs of twisted pair cabling, using one pair of wires for transmitting
data and the other pair for receiving data. The two pairs of wires are bundled into a single cable that often includes two additional pairs of wires.
If present, the two additional pairs of wires must remain unused because
100Base-TX is not designed to tolerate the “crosstalk” that can occur
when the cable is shared with other signals. Each end of the cable is terminated with an eight-position RJ-45 connector, or jack.
100Base-TX supports transmission over up to 100 meters of 100-ohm
Category 5 unshielded twisted pair (UTP) cabling. Category 5 cabling is
a higher grade wiring than the Category 3 cabling used with 10Base-T. It
is rated for transmission at frequencies up to 100 MHz. The different categories of twisted pair cabling are discussed in Exhibit 4.
All 100Base-TX segments are point-to-point with one transceiver at
each end of the cable. Most 100Base-TX connections link a computer station to a repeating hub. 100Base-TX repeating hubs typically have the
transceiver function integrated internally; thus, the Category 5 cable
plugs directly into an RJ-45 connector on the hub. Computer stations attach through an NIC. The transceiver function can be integrated into the
NIC, allowing the Category 5 twisted pair cable to be plugged directly
into an RJ-45 connector on the NIC. Alternatively, an MII can be used to
connect the cabling to the computer.
100Base-FX. 100Base-FX supports a 100-Mbps transmission rate over
two fiber-optic cables and supports both half- and full-duplex operation.
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EXHIBIT 4 — Twisted Pair Category Ratings
The following is a summary of the UTP cable categories:
Category 1 & Category 2: Not suitable for use with Ethernet.
Category 3: Unshielded twisted pair with 100-ohm impedance and electrical
characteristics supporting transmission at frequencies up to 16 MHz. Defined by the
TIA/EIA 568-A specification. May be used with 10Base-T, 100Base-T4, and
100Base-T2.
Category 4: Unshielded twisted pair with 100-ohm impedance and electrical
characteristics supporting transmission at frequencies up to 20 MHz. Defined by the
TIA/EIA 568-A specification. May be used with 10Base-T, 100Base-T4, and
100Base-T2.
Category 5: Unshielded twisted pair with 100 ohm impedance and electrical
characteristics supporting transmission at frequencies up to 100 MHz. Defined by the
TIA/EIA 568-A specification. May be used with 10Base-T, 100Base-T4, 100Base-T2,
and 100Base-TX. May support 1000Base-T, but cable should be tested to make sure
it meets 100Base-T specifications.
Category 5e: Category 5e (or “Enhanced Cat 5”) is a new standard that will specify
transmission performance that exceeds Cat 5. Like Cat 5, it consists of unshielded
twisted pair with 100-ohm impedance and electrical characteristics supporting
transmission at frequencies up to 100 MHz. However, it has improved specifications
for NEXT (Near End Cross Talk), PSELFEXT (Power Sum Equal Level Far End Cross
Talk), and Attenuation. To be defined in an update to the TIA/EIA 568-A standard.
Targeted for 1000Base-T, but also supports 10Base-T, 100Base-T4, 100Base-T2, and
100Base-TX.
Category 6: Category 6 is a proposed standard that aims to support transmission at
frequencies up to 250 MHz over 100-ohm twisted pair.
Category 7: Category 7 is a proposed standard that aims to support transmission at
frequencies up to 600 MHz over 100-ohm twisted pair.

It is essentially a fiber-based version of 100Base-TX. All of the twisted
pair components are replaced with fiber components.
100Base-T4. 100Base-T4 supports a 100-Mbps transmission rate over
four pairs of Category 3 or better twisted pair cabling. It allows 100-Mbps
Ethernet to be carried over inexpensive Category 3 cabling, as opposed
to the Category 5 cabling required by 100Base-TX.
Of the four pairs of wire used by 100Base-T4, one pair is dedicated to
transmit data, one pair is dedicated to receive data, and two bi-directional pairs are used to either transmit or receive data. This scheme ensures
that one dedicated pair is always available to allow collisions to be detected on the link, while the three remaining pairs are available to carry
the data transfer.
100Base-T4 does not support the full-duplex mode of operation because it cannot support simultaneous transmit and receive at 100 Mbps.
1000Base-X

The identifier “1000Base-X” refers to the standards that make up Gigabit
networking. These include 1000Base-LX, 1000Base-SX, 1000Base-CX,
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and 1000Base-T. These technologies all use a Gigabit Media Independent
Interface (GMII) that attaches the Media Access Control and Physical Layer functions of a Gigabit Ethernet device. GMII is analogous to the Attachment Unit Interface (AUI) in 10-Mbps Ethernet, and the Media
Independent Interface (MII) in 100-Mbps Ethernet. However, unlike AUI
and MII, no connector is defined for GMII to allow a transceiver to be attached externally via a cable. All functions are built directly into the Gigabit Ethernet device, and the GMII mentioned previously exists only as
an internal component.
1000Base-LX. This cabling format uses long-wavelength lasers to transmit data over fiber-optic cable. Both single-mode and multi-mode optical
fibers (explained later) are supported. Long-wavelength lasers are more
expensive than short-wavelength lasers but have the advantage of being
able to drive longer distances.
1000Base-SX. This cabling format uses short-wavelength lasers to transmit data over fiber-optic cable. Only multi-mode optical fiber is supported. Short-wavelength lasers have the advantage of being less expensive
than long-wavelength lasers.
1000Base-CX. This cabling format uses specially shielded balanced
copper jumper cables, also called “twinax” or “short haul copper.” Segment lengths are limited to only 25 meters, which restricts 1000Base-CX
to connecting equipment in small areas like wiring closets.
1000Base-T. This format supports Gigabit Ethernet over 100 meters of
Category 5 balanced copper cabling. It employs full-duplex transmission
over four pairs of Category 5 cabling. The aggregate data rate of
1000 Mbps is achieved by transmission at a data rate of 250 Mbps over
each wire pair.
Token Ring

Token Ring is the second most widely used local area network (LAN)
technology after Ethernet. Stations on a Token Ring LAN are organized in
a ring topology, with data being transmitted sequentially from one ring
station to the next. Circulating a token initializes the ring. To transmit data
on the ring, a station must capture the token. When a station transmits information, the token is replaced with a frame that carries the information
to the stations. The frame circulates the ring and can be copied by one or
more destination stations. When the frame returns to the transmitting station, it is removed from the ring and a new token is transmitted.
IBM initially defined Token Ring at its research facility in Zurich, Switzerland, in the early 1980s. IBM pursued standardization of Token Ring
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and subsequently introduced its first Token Ring product, an adapter for
the original IBM personal computer, in 1985. The initial Token Ring products operated at 4 Mbps. IBM collaborated with Texas Instruments to develop a chipset that would allow non-IBM companies to develop their
own Token Ring-compatible devices. In 1989, IBM improved the speed
of Token Ring by a factor of four when it introduced the first 16-Mbps
Token Ring products.
In 1997, Dedicated Token Ring (DTR) was introduced that provided
dedicated, or full-duplex operation. Dedicated Token Ring bypasses the
normal token passing protocol to allow two stations to communicate
over a point-to-point link. This doubles the transfer rate by allowing each
station to concurrently transmit and receive separate data streams. This
provides an overall data transfer rate of 32 Mbps. In 1998, a new
100 MB/s Token Ring product was developed that provided dedicated
operation at this extended speed.
The Ring. The ring in a Token Ring network consists of the transmission
medium or cabling and the ring station. While most people consider that
Token Ring is a ring network-based topology, it is not. Token Ring uses
a star-wired ring topology as illustrated in Part 1 (87-01-01, Exhibit 9).
Each station must have a Token Ring adapter card and connects to the
concentrator using a lobe cable. Concentrators can be connected to other
concentrators through a patch or trunk cable using the ring-in and ringout ports on the concentrator. The concentrator itself is commonly
known as a Multistation Access Unit (or MSAU).
Each station in the ring receives its data from one neighbor, the nearest upstream neighbor, and then transmits the data to a downstream
neighbor. This means that data in the Token Ring network moves sequentially from one station to another, while checking the data for errors.
The station that is the intended recipient of the data copies the information as it passes. When the information reaches the originating station
again, it is stripped, or removed from the ring.
A station gains the right to transmit data, commonly referred to as
frames, onto the network when it detects the token passing it. The token
is itself a frame that contains a unique signaling sequence that circulates
on the network following each frame transfer.
Upon detecting a valid token, any station can itself modify the data
contained in the token. The token data includes:
•
•
•
•
•

control and status fields
address fields
routing information fields
information field
checksum
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After completing the transmission of its data, the station transmits a new
token, thus allowing other stations on the ring to gain access to the ring
and transmitting data of their own.
Like some Ethernet type networks, Token Ring networks have an insertion and bypass mechanism that allows stations to enter and leave the
network. When the station is in bypass mode, the lobe cable is
“wrapped” back to the station, allowing it to perform diagnostic and selftests on a single node network. In this mode, the station cannot participate in the ring to which it is connected. When the concentrators receive
a “phantom drive” signal, it is inserted into the ring.
Token Ring operates at either 4 or 16 Mbps and is known as Classic
Token Ring. There are Token Ring implementations that operate at higher speeds, known as Dedicated Token Ring. Today’s Token Ring adapters include circuitry to allow them to detect and adjust to the current ring
speed when inserting into the network.
CABLING TYPES

This section introduces several of the more commonly used cable types
and their uses (see also Exhibit 5).
Twisted Pair

Twisted pair cabling is so named because pairs of wires are twisted
around each other. Each pair of wires consists of two insulated copper
wires that are twisted together. By twisting the wire pairs together, it is
possible to reduce crosstalk and decrease noise on the circuit.
Unshielded Twisted Pair Cabling (UTP). Unshielded twisted pair cabling is in popular use today. This cable, also known as UTP, contains no
shielding, and like all twisted pair formats is graded based upon “category” level. This category level determines what the acceptable cable limits
are and the implementations in which it is used.
UTP is a 100-ohm cable, with multiple pairs, but most commonly contains four pairs of wires enclosed in a common sheath. 10Base-T,
100Base-TX, and 100Base-T2 use only two of the twisted pairs, while
100Base-T4 and 1000Base-T require all four twisted pairs.
Screened Twisted Pair (ScTP). Screened twisted pair (ScTP) is fourpair 100-ohm UTP, with a single foil or braided screen surrounding all
four pairs. This foil or braided screen minimizes EMI radiation and susceptibility to outside noise. This type of cable is also known as foil twisted pair (FTP), or screened UTP (sUTP). Technically, screened twisted
pair is the same as unshielded twisted pair with the foil shielding. It is
used in Ethernet applications in the same manner as the equivalent category of UTP cabling.
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EXHIBIT 5 — Cable Types and Properties

Standard Rate

Data Nodes
per Segment

10Base5

10 Mbps

100

Bus

10Base2

10 Mbps

30

Bus

10Broad36
FOIRL
1Base5
10Base-T

10 Mbps
10 Mbps
1 Mbps
10 Mbps

2
2
2

Bus
Star
Star
Star

10Base-FL
10Base-FB
10Base-FP
100Base-TX
100Base-FX
100Base-T4

10 Mbps
10 Mbps
10 Mbps
100 Mbps
100 Mbps
100 Mbps

2
2
2
2
2
2

Star
Star
Star
Star
Star
Star

100Base-T2

100 Mbps

2

Star

1000Base-LX
1000Base-SX
1000Base-CX

1 Gbps
1 Gbps
1 Gbps

2
2
2

Star
Star
Star

1000Base-T

1 Gbps

2

Star

Topology

Medium

Maximum Cable Segment Length (meters)

Single 50-ohm coaxial cable (thick Ethernet) (10mm thick)
Single 50-ohm RG 58 coaxial cable (thin
Ethernet) (5-mm thick)
Single 75-ohm CATV broadband cable
Two optical fibers
Two pairs of twisted telephone cable
Two pairs of 100-ohm Category 3 or better UTP
cable
Two optical fibers
Two optical fibers
Two optical fibers
Two pairs of 100-ohm Category 5 UTP cable
Two optical fibers
Four pairs of 100-ohm Category 3 or better UTP
cable
Two pairs of 100-ohm Category 3 or better UTP
cable
Long-wavelength laser
Short-wavelength laser
Specialty shielded balanced copper jumper cable
assemblies (twinax or short haul copper)
Four pairs of 100-ohm Category 5 or better cable
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Half-duplex

Full-duplex

500

n/a

185

n/a

1800
1000
250
100

n/a
>1000
n/a
100

2000
2000
1000
100
412
100

>2000
n/a
n/a
100
2000
n/a

100

100

25

25

100

100

Shielded Twisted Pair Cabling (STP). This form of cable is technically a form of shielded twisted pair and is the term most commonly used
to describe the cabling used in Token Ring networks. Each twisted pair
is individually wrapped in a foil shield and enclosed in an overall outbraided wire shield. This level of shielding both minimizes EMI radiation
and crosstalk. While this cable is not generally used with Ethernet, it can
be adapted for such use with the use of “baluns” or impedance-matching transformers.
Optical Fiber

Unlike other cable systems in which the data is transmitted using an electrical signal, optical fiber uses light. This system converts the electrical signals into light, which is transmitted through a thin glass fiber, where the
receiving station converts it back into electrical signals. It is used as the
transmission medium for the FOIRL, 10Base-FL, 10Base-FB, 10Base-FP,
100Base-FX, 1000Base-LX, and 1000Base-SX communications standards.
Fiber-optic cabling is manufactured in three concentric layers. The
central-most layer (or core) is the region where light is actually transmitted through the fiber. The “cladding” forms the second or middle layer.
This layer has a lower refraction index, meaning that light does not travel
through it as well as in the core. This serves to keep the light signal confined to the core. The outer layer serves to provide a “buffer” and protection for the inner two layers.
There are two primary types of fiber-optic cable: multi-mode fiber and
single-mode fiber.
Multi-mode Fiber (MMF). Multi-mode fiber (MMF) allows many different modes or light paths to flow through the fiber-optic path. The MMF
core is relatively large, which allows for good transmission from inexpensive LED light sources.
MMF has two types: graded or stepped. Graded index fiber has a lower refraction index toward the outside of the core and progressively increases toward the center of the core. This index reduces signal
dispersion in the fiber. Stepped index fiber has a uniform refraction index in the core, with a sharp decrease in the index of refraction at the
core/cladding interface. Stepped index multi-mode fibers generally have
lower bandwidths than graded index multi-mode fibers.
The primary advantage of multi-mode fiber over twisted pair cabling
is that it supports longer segment lengths. From a security perspective, it
is much more difficult to obtain access to the information carried on the
fiber than on twisted pair cabling.
Single-Mode Fiber (SMF). Single-mode fiber (SMF) has a small core diameter that supports only a single mode of light. This eliminates disperAuerbach Publications
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sion, which is the major factor in limiting bandwidth. However, the small
core of a single-mode fiber makes coupling light into the fiber more difficult, and thus the use of expensive lasers as light sources is required.
Laser sources are used to attain high bandwidth in SMF because LEDs
emit a large range of frequencies, and thus dispersion becomes a significant problem. This makes use of SMFs in networks more expensive to
implement and maintain.
SMF is capable of supporting much longer segment lengths than MMF.
Segment lengths of 5000 meters and beyond are supported at all Ethernet
data rates through 1 Gbps. However, SMF has the disadvantage of being
significantly more expensive to deploy than MMF.
Token Ring. As mentioned, Token Ring systems were originally implemented using shielded twisted pair cabling. It was later adapted to use
the conventional unshielded twister pair wiring. Token Ring uses two
pairs of wires to connect each workstation to the concentrator. One pair
of wires is used for transmitting data and the other for receiving data.
Shielded twisted pair cabling contains two wire pairs for the Token
Ring network connection and may include additional pairs for carrying
telephone transmission. This allows a Token Ring environment to use the
same cabling to carry both voice and data. UTP cabling typically includes
four wire pairs of which only two are used for Token Ring.
Token Ring installations generally use a nine-pin D-shell connector as
the media interface. With the adaptation of unshielded twisted pair cabling, it is now possible to use either the D-shell or the more predominant
RJ-45 data jack. Modern Token Ring cards have support for both interfaces.
Older Token Ring cards that do not have the RJ-45 jack can still be
connected to the unshielded twisted pair network through the use of an
impedance matching transformer, or balun. This transformer converts
from the 100-ohm impedance of the cable to the 150-ohm impedance
that the card is expecting.
CABLING VULNERABILITIES

There are only a few direct vulnerabilities to cabling, because this is primarily a physical medium and, as a result, direct interference or damage
to the cabling is required. However, with the advent of wireless communications, it has become possible for data on the network to be eavesdropped without anyone’s knowledge.
Interference

Interference occurs when a device is placed intentionally or unintentionally in a location to disrupt or interfere with the flow of electrical signals
across the cable. Data flows along the cable using electrical properties
and can be altered by magnetic or other electrical fields. This can result
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in total signal loss or in the modification of data on the cable. The modification of the data generally results in data loss.
Interference can be caused by machinery, microwave devices, and
even by fluorescent light fixtures. To address situations such as these, alternate cabling routing systems (including conduit) have been deployed
and specific installations arranged to accommodate the location of the
cabling. Additionally, cabling has been developed that reduces the risk
of such signal loss by including a shield or metal covering to protect the
cabling. Because fiber-optic cable uses light to transmit the signals, it
does not suffer from this problem.
Cable Cutting

This is likely the cause of more network outages than any other. In this
case, the signal path is broken as a result of physically cutting the cable.
This can happen when the equipment is moved or when digging in the
vicinity of the cable cuts through it. Communications companies that offer public switched services generally address this by installing networkredundant circuits when the cable is first installed. Additionally, they design their network to include fault tolerance to reduce the chance of total
communications loss.
Generally, the LAN manager does not have the same concerns. His
concerns focus on the protection of the desktop computers from viruses
and from being handled incorrectly resulting in lost information. The
LAN managers must remember that the office environment is also subject
to cable cuts from accidental damage and from service or construction
personnel. Failure to have a contingency and recovery plan could jeopardize their position.
Cable Damage

Damage to cables can result from normal wear and tear. The act of attaching a cable over time damages the connectors on the cable plug and
the jack. The cable itself can also become damaged due to excessive
bending or stretching. This can cause intermittent communications in the
network, leading to unreliable communications.
Cable damage can be reduced through proper installation techniques
and by regularly performing checks on exposed cabling to validate proper operation to specifications.
Eavesdropping

Eavesdropping occurs when a device is placed near the cabling to intercept the electronic signals and then reconvert them into similar signals
on an external transmission medium. This provides unauthorized users
with the ability to see the information without the original sender and receiver being aware of the interception. This can be easily accomplished
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with Ethernet and serial cables, but it is much more difficult with fiberoptic cables because the cable fibers must be exposed. Damage to the
outer sheath of the fiber cables modifies their properties, producing noticeable signal loss.
Physical Attack

Most network devices are susceptible to attack from the physical side.
This is why any serious network designer will take appropriate care in
protecting the physical security of the devices using wiring closets, cable
conduits, and other physical protection devices. It is understood that
with physical access, the attacker can do almost anything. However, in
most cases, the attacker does not have the luxury of time. If attackers
need time to launch their attack and gain access, then they will use a logical or network-based approach.
Logical Attack

Many of these network elements are accessible via the network. Consequently, all of these devices must be appropriately configured to deny
unauthorized access. Additional preventive, detective, and reactive controls must be installed to identify intrusions or attacks against these devices and report them to the appropriate monitoring agency within the
organization.
SUMMARY

In conclusion, there is much about today’s networking environments for
the information security specialist to understand. However, being successful in assisting the network engineers in designing a secure solution
does not mean understanding all of the components of the stack, or of
the physical transport method involved. It does, however, require
knowledge of what they are talking about and the differences in how the
network is built with the different media options and what the inherent
risks are.
However, despite the different network media and topologies available, there is a significant level of commonality between them as far as
risks go. If one is not building network-level protection into the network
design (i.e., network-level encryption), then it needs to be included
somewhere else in the security infrastructure.
The network designer and the security professional must have a
strong relationship to ensure that the concerns for data protection and integrity are maintained throughout the network.
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