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INTRODUCTION
Corporations are seeking perimeter defenses without impeding business.
They have to contend with a mix of employees and non-employees on
the corporate network. They must be able to address issues in a short
time period due to the small window of opportunity to detect inappro-
priate behavior.

TODAY’S SECURITY PERIMETER: HOW TO 
PROTECT THE NETWORK
Many companies protect their net-
works from unauthorized access by
implementing a security program
using perimeter protection devices,
including the screening router and
the secure gateway. A screening
router is a network device that offers
the standard network routing servic-
es, and incorporates filters or access

P A Y O F F  I D E A

Since the Internet really gained popularity and
companies have chosen to protect their corpo-
rate information from the threat of attack, net-
work-based computing and information sharing
have increased dramatically. The amount of data
traffic carried on the internal network is growing at
a phenomenal rate. It has been difficult to keep
ahead of the attackers, as most computer and
network security groups are limited to what they
have available. Consequently, implementing a re-
altime monitoring and intrusion detection pro-
gram can signal trouble areas that might other-
wise go unnoticed.
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control lists to limit the type of traffic that can pass through the router. A
firewall or secure gateway is a computer that runs specialized software to
limit the traffic that can pass through the gateway. (The term “secure
gateway” is used here rather than the more generic term “firewall.”)

While on the surface, they seem like they are doing the same thing,
and in some respects they are, the router and the secure gateway operate
at different levels. The screening router and the secure gateway both of-
fer services that protect entry into the protected network. Their combined
operation establishes the firewall as shown in Exhibit 1.

Establishing firewalls at the entry points to the corporate network cre-
ates a moat-like effect. That means that there is a “moat” around the cor-
porate network that separates it from other external networks.

THE MOAT
While the moat provides good protection, it reduces the ability of the or-
ganization to respond quickly to changes in network design, traffic pat-
terns, and connectivity requirements (see Exhibit 2). This lack of
adaptability to new requirements has been evident throughout the de-
ployment of the secure gateways within numerous organizations.

One of the major complaints surrounds the limited application access
that is available to authorized business partner users on the external side
of the firewall.

In some situations, this access has been limited not by the authoriza-
tions allowed to those users, but to the secure gateway itself. These same
limitations have prevented the deployment of firewalls to protect specific
network segments within the corporate network.

Many organizations are only connected to the internet and only have
a need to protect themselves at that point of entry. However, many oth-
ers connect to business partners and business partners, who are in turn
connected to other networks. None of these points of entry can be ig-
nored.

It is, in fact, highly recommended that today’s organizations establish
a centralized security team that is responsible for the operation of the
various security devices. This places responsibility for the operation of
that infrastructure into one group who must do the planning, implement,
and take action to maintain it.

THE THREAT OF ATTACK
The threat of attack comes from two major directions: attacks based out-
side the corporate network and attacks based from within. The moat se-
curity model, which is working effectively at many organizations,
addresses the “attack from without” scenario. Even then, it cannot reli-
ably provide information on the number of attacks, types of attacks, and
their point of origin.
Auerbach Publications
© 2000 CRC Press LLC



  

ening Router and the Secure Gateway

 

blications

 

Press LLC
EXHIBIT 1 — The Firewall Is Composed of Both the Scre

Auerbach Pu
© 2000 CRC 



 

DATA SECURITY MANAGEMENT

        
However, the moat cannot address the “attack from within” model, as
the attack is occurring from within the walls. Consider the castle of me-
dieval times. The moat was constructed to assist in warding off attacks
from neighboring hostile forces. However, when fighting breaks out in-
side the castle walls, the moat offers no value.

The definition of an intrusion attempt is the potential possibility of a
deliberate unauthorized attempt to:

• access information
• manipulate information
• render a system unreliable or unusable

However, an attack is a single unauthorized access attempt, or unautho-
rized use attempt, regardless of success.

UNAUTHORIZED COMPUTER USE
The problem is that the existing perimeter does not protect from an at-
tack from within. The major security surveys continually report that the
smallest percentage of loss comes from attacks that originate outside the

EXHIBIT 2 — Establishing Firewalls at the Entry Points to the Corporate Net-
work Creates a Moat-Like Effect
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organization. This means that the employees are really the largest threat
to the organization

The Computer Security Institute conducts an annual survey of its mem-
bership in conjunction with the FBI Computer Crime Unit. In the 1999
survey, the question was asked: “Has your organization experienced an
incident involving the unauthorized use of a computer system?” (see Ex-
hibit 3). As indicated, there was an overwhelming positive response,
which had been climbing over the previous three years, but which saw a
slight drop in an affirmative response. Many organizations could answer
“Yes” to this question, but there is also a strong element of “I don’t know.”
This element is because the only unauthorized use one is aware of is
what is ultimately reported or found as a result of some other factor.

The cost of the information loss is staggering, as illustrated in the follow-
ing information (also from the CSI Computer Security Survey). From that
survey, it is evident that unauthorized insider access and theft of propri-
etary information has the highest reported cost. Given the potential value
of the technical, R&D, marketing, and strategic business information that is
available on the network, more and more companies need to focus addi-
tional attention to the protection of the data and securing the network.

FINANCIAL LOSSES
The financial impact to organizations continues to add up to staggering
figures: a total of over $123 million as reported in the survey (see Exhibit
4). The survey identified that there has been a increase in the cost of un-
authorized access by insiders, and the cost in other areas has also risen
dramatically. The survey also identified that there continues to be an in-
crease in the number of attacks driven from outside the reporting organi-
zations. This is largely due to the increasing sophistication of the network
attack tools and the number of attackers who are using them.

Intrusion detection and monitoring systems can assist in reducing the
“I don’t know” factor by providing a point where unauthorized or unde-

EXHIBIT 3 — Computer Security Institute 1999 Survey
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sirable use can be viewed, and appropriate action taken either in realtime
or after the fact.

OUR EMPLOYEES ARE AGAINST US
An often-quoted metric is that one of 700 employees is actively working
against the company. This means that if an organization has 7000 em-
ployees, there are ten employees actively working against the organiza-
tion’s best interests. While this sounds like a small number of people, the
nature of who they are in an organization will dictate what they have ac-
cess to and can easily use against the company.

The most recent American Society for Industrial Security (ASIS at ht-
tp://www.asisonline.org) “Trends in Intellectual Property Loss” survey re-
port suggests that approximately 75 percent of technology losses occur
from employees and those with a trusted relationship to the company
(i.e., contractors and subcontractors). Computer intrusions involve ap-
proximately 87 percent of the insider issue.

While organizations typically have the perimeter secure, the corporate
network is wide open, with all manner of information available to every
one who has network access. This includes employees, contractors, sup-
pliers, and customers! How does an organization know that their vital in-
formation is not being carried out of the network? The truth is that many
do not know, and in many cases it is almost impossible to tell.

WHERE IS THE CRITICAL INFORMATION?
The other aspect to this is that many organizations do not know where
their critical information is stored. This does not even mean where the
source code or technical information is stored. That is important, but
one’s competitors will be building similar products. The critical informa-
tion is the strategic business plan, bids for new contracts, and financial
information. There are various systems in place to control access to vari-
ous components, but there are problems with the security components in
those systems.

Regardless, the strategic business plan will be scattered throughout the
corporation on different desktops and laptops. What is the value of that
information? Who has it? Where is it going? In the current environment,
few organizations can adequately identify the information, let alone
where it is stored within the network.

This situation is even worse in businesses such as government, mili-
tary, or large corporations where they used to have dozens of filing cab-
inet to maintain a proper paper trail. Electronic mail has killed the chain
of command and the proper establishment of a trail. Information is
spread everywhere and important messages simply get deleted when
employees leave the company.
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The FBI has published a “Top Ten Technology List,” which is still cur-
rent according to the FBI’s Awareness of National Security Issues and Re-
sponse (FBI-ANSIR). This technology list includes:

• manufacturing processes and technologies
• information and communication technologies
• aeronautic and surface transportation systems
• energy and environmental-related technologies
• semiconductor materials and microelectronic circuits
• software engineering
• high-performance computing
• simulation modeling
• sensitive radar
• superconductivity

Many high-tech companies operate within these areas and, as such, are
prone to increased incidents of attack and intelligence-gathering opera-
tions. Since the primary threat is from internal or authorized users, it be-
comes necessary to apply security measures within the perimeter.

THE FUTURE OF NETWORK SECURITY
However, the future of network security is changing. The secure gateway
will be an integral part of that for a long time. However, implementation
of the secure gateway is not the answer in some circumstances. Further-
more, users may be unwilling to accept the performance and conve-
nience penalties created by the secure gateway.

SECURE GATEWAY TYPES
There are two major types of secure gateways — packet filters and appli-
cation proxy systems — and companies choose one or the other for var-
ious reasons. This article does not seek to address the strengths or
weaknesses of either approach, but to explain how they are different.

The packet-filter gateway operates at the network and transport levels,
performing some basic checks on the header information contained in
the packet. (See Exhibit 5.) This means that the packet examination and
transfer happens very fast, but there is no logical break between the in-
ternal and external network.

The application proxy provides a clear break between the internal and
external networks. This is because the packet must travel farther up the
TCP/IP protocol stack and be handled by a proxy (see Exhibit 6). The ap-
plication proxy receives the packet, and then establishes a connection to
the remote destination on behalf of the user. This is how a proxy works.
It provides a logical break between the two networks, and ensures that
no packets from one network are automatically sent to the other network.
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The downside is that there must a proxy on the secure gateway for each
protocol. Most secure gateway vendors do not provide a toolkit to build
application proxies. Consequently, companies are limited in what services
can be offered until the appropriate proxy is developed by the vendor.

The third type of firewall that is beginning to gain attention is the
adaptive proxy (see Exhibit 7). In this model, the gateway can operate as

EXHIBIT 6 — An Application Proxy Provides a Clear Break Between the In-
ternal and External Network (This is because the packet must travel farther
up the TCP/IP protocol stack and be handled by a proxy.)

EXHIBIT 7 — With an Adaptive Proxy, the Gateway Can Operate as Both
an Application Proxy and a Packet Filter
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both an application proxy and a packet filter. When the gateway receives
a connection, it behaves like an application proxy. The appropriate
proxy checks the connection. As discussed earlier, this has an effect on
the overhead associated with the gateway.

However, once the connection has been “approved” by the gateway, fu-
ture packets will travel through the packet filter portion, thereby providing
a greater level of performance throughput. There is currently only one ven-
dor offering this technology, although it will expand to others in the future.

The adaptive proxy operates in a similar manner to stateful inspection
systems, but it has a proxy component.

Whenever a firewall receives a SYN packet initiating a TCP connec-
tion, that SYN packet is reviewed against the firewall rule base. Just like
a router, this SYN packet is compared to the rules in sequential order
(starting with rule 0). If the packet goes through every rule without being
accepted, the packet is denied. The connection is then dropped or reject-
ed (RST is sent back to the remote host). However, if the packet is ac-
cepted, the session is then entered into the firewall’s stateful connection
table, which is located in kernel memory. Every packet that follows (that
does not have a SYN) is then compared to the stateful inspection table.
If the session is in the table and the packet is part of that session, then
the packet is accepted. If the packet is not part of the session, then it is
dropped. This improves system performance, as every single packet is
not compared against the rule base; only SYN packets initiating a con-
nection are compared to the rule base. All other TCP packets are com-
pared to the state table in kernel memory (very fast).

This means that, to provide increased protection for the information
within the corporate network, organizations must deploy security controls
within the corporate network that consist of both secure gateways (where
there is a good reason) and intrusion and network monitoring and detec-
tion. Intrusion detection systems are used in a variety of situations.

SECURITY LAYERING
Security is often layered to provide “defensive depths.” This means that
at each layer, there are security controls to ensure that authorized people
have access, while still denying access to those who are not authorized
(see Exhibit 8). As seen in this diagram, this layering can be visualized
as a series of concentric circles, with the level of protection increasing to
the center.

Layer 1, or the network perimeter, guards against unauthorized access
to the network itself. This would include firewalls, remote access servers,
etc. Layer 2 is the network. Some information is handled on the network
without any thought. As such, layer 2 addresses the protection of the data
as it moves across the network. This technology includes link encryptors,
VPN, and IPsec. Layer 3 considers access to the server systems them-
selves. Many users do not need access to the server, but to an application
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residing there. However, a user who has access to the server may have
access to more information that is appropriate for that user. Consequent-
ly, layer 3 addresses access and controls on the server itself.

Finally, layer 4 considers the application-level security. Many security
problems exist due to inconsistencies in how each application handles or
does not handle security. This includes access and authorization for spe-
cific functions within that application.

There are occasions where organizations implement good technology
in bad ways, which results in poor implementation. This generally leads
to a false sense of security and lulls the organization into complacency.

Consequently, by linking each layer, it becomes possible to provide
security that the user does not see in some cases, and will have to interact
with at a minimal level with to provide access to the desired services.
This corresponds to the goals of the three-year architecture vision.

SECURITY GOALS
Organizations place a great deal of trust in the administrators of comput-
er systems to keep things running first, and then make sure that the need-

EXHIBIT 8 — Security Laying Provides Defensive Depths (This means
that at each layer, there are security controls to ensure that authorized
people have access, while still denying access to those who are not au-
thorized.)
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ed patches are applied whenever possible. It is very important that the
security measures of any system be configured and maintained to pre-
vent unauthorized access. The major threats to information itself are:

• disclosure, either accidental or intentional (confidentiality)
• modification (integrity)
• destruction (availability)

The goal of an information protection program is to maintain the confi-
dentiality, integrity, and availability of information.

Exhibit 9 illustrates five essential steps in the information protection
arena: protect, detect, react, assess, and correct.

Protection involves establishing appropriate policies procedures and
technology implementations to allow for the protection of the corpora-
tion’s information and technology assets.

Detection is the ability to determine when those assets have been, or
are under attack from some source.

EXHIBIT 9 — Five Essential Steps in the Information Protection Arena:
Protect, Detect, React, Assess, and Correct
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To be effective at maintaining the security goals of confidentiality, in-
tegrity, and availability, the corporation must be able to react to a detect-
ed intrusion or attack. This involves establishing a Computer Security
Incident Response Team to review the alarm and act.

With the tactical response complete, the assessment phase reviews
the incident and determines the factors that caused it. From there, a risk
analysis is performed to determine:

• the risk of future occurrences
• what the available countermeasures are
• a cost/benefit analysis to determine if any of the available counter-

measures should be implemented

The correct stage is where the countermeasures or other changes are
implemented; or, if the level of risk is determined to be acceptable to the
corporation, no action is taken.

Many of today’s proactive organizations have the protection side op-
erating well, as it relates to network protection. However, many have no
systems in place to protect the internal data and network components.

Likewise, reaction mechanisms may be in place to address and inves-
tigate when an incident occurs. This is accomplished by establishing a
Computer Incident Response Team to be used when an incident is de-
tected in progress that requires the knowledge of a diverse group of
computer and security specialists.

However, for many, their detection abilities are limited, which is the
area that intrusion monitoring and detection is aimed at. By improving
detection abilities, one can refine both protection strategies and technol-
ogy, and how one reacts when an incident occurs.

Since today’s computer systems must be able to keep information con-
fidential, maintain integrity, and be available when needed, it is highly
likely that any expectations of the system being able to completely pre-
vent a security breach is unrealistic.

TYPES OF INTRUSION MONITORING AND DETECTION SYSTEMS
There are two major types of intrusion detection: host and network
based. Host-based products are based on the computer system and look
for intrusions into its own environment. These host-based systems are ca-
pable of examining their own configuration and reporting changes to
that configuration or to critical files that may result in unauthorized ac-
cess or modification. For example, a product such as tripwire can be con-
sidered a host-based intrusion detection system. Changes in the
configuration of the system or its files are detected and reported by trip-
wire and then captured at the next report.

Network-based products are those that are not bound to looking at in-
trusions on a specific host. Rather, they are looking for specific activity
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on the network may be considered malicious. Network-based tools have
the ability to find the attack in progress, while host-based tools can actu-
ally see the changes inside the system. In fact, it is recommend that one
runs both types of systems.

There are essentially two types of intrusion detection “engines.” These
are statistical anomaly detection and pattern-matching detection engines.
Statistical engines look at deviation from statistical measurements to de-
tect intrusions and unusual behaviours. The baseline established for the
statistical variables is determined by observing “normal” activity and be-
havior. This requires significant data collection over a period of time to
establish this “normal” or expected behavior. Statistical anomaly systems
are generally not run in real time due to the amount of statistical calcula-
tions required. Consequently, they are generally run against logs or other
collected data.

Statistical anomaly systems offer some advantages. The well-under-
stood realm of statistical analysis techniques is a major strength so long
as the underlying assumptions in the data collection and analysis are val-
id. Statistical techniques also lend themselves better to analysis dealing
with time.

However, the underlying assumptions about the data may not be val-
id, which causes false alarms and erroneous data reported. The tendency
to link information from different variables to demonstrate trends may be
statistically incorrect, leading to erroneous conclusions. The major chal-
lenge to this technique is establishing the baseline of what is considered
expected behavior at the monitored site. This is easier if the users work
within some predefined parameters. However, it is well-known that the
more experienced users are, the less likely they will operate within those
parameters.

One drawback to intrusion detection systems is false-positive alarms.
A false positive occurs when the intrusion detection system causes an
alarm when no real intrusion exists. This can occur when a pattern, or se-
ries of packets, occurs that resemble an attack pattern but are in fact le-
gitimate traffic.

Worth noting is that some of the major issues with statistical engines
involve establishing the baseline. For example, how does one know
when a user has read too many files?

Pattern-matching systems are more appropriate to run in real- or near-
real time. The concept is to look at the collected packets for a “signa-
ture,” or activities that match a known vulnerability. For example, a port
scan against a monitored system would cause an alarm due to the nature
of packets being sent. Due to the nature of some of the signatures in-
volved, there is some overlap between the pattern-matching and anoma-
ly-detection systems.

The attack patterns provided by the vendors are compiled from CERT
advisories, vendor testing, and practical experience. The challenge is for
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the vendor to create patterns that match on a more general class of intru-
sion, rather than being specific to a particular attack.

There are pros and cons to both types, but it is recommended that in
the development of the tools, that both forms be run. This means collect-
ing the packets and analyzing them in near-real time and collecting the log
data from multiple sources to review it with an anomaly system as well.

In a pattern-matching system, the number and types of events that are
monitored are constrained to only those items required to match a pat-
tern. This means that if one is only interested in certain types of attacks,
then one does not need to monitor for every event. As previously stated,
the pattern matching engine can run faster due to the absence of the
floating-point statistical calculations.

However, pattern-matching systems can suffer from scalability issues, de-
pending on the size of the hardware and the number of patterns to match.
Even worse is that most vendors do not provide an extensible language to
allow the network security administrator to define his own patterns. This
makes adding one’s own attack signatures a complicated process.

For both systems, neither really has a “learning” model incorporated
into it, and certainly none of the commercial intrusion detection systems
have a learning component implemented in them.

WHY INTRUSION MONITORING AND DETECTION?
The incorporation of intrusion monitoring and detection systems pro-
vides the corporation with the ability to ensure that:

• protected information is not accessed by unauthorized parties; and if
it is, there is a clear audit record. Organizations must identify the lo-
cation of various types of information and know where the develop-
ment of protected technologies takes place. With the installation of
an intrusion detection system within the corporate network, one can
offer protection to that information without the need for a secure
gateway. The intrusion detection system can monitor for connection
requests that are not permitted and take appropriate action to block
the connection. This provides a clear audit record of the connection
request and its origination point, as well as preventing the retrieval
of the information. There is no impact to the authorized users.

• the ability to monitor network traffic without impact to the network. A
secure gateway is intrusive: all of the packets must pass through it
before they can be transmitted on the remote network. An intrusion
monitoring system is passive: it “listens” on the network and takes
appropriate action with the packets.

• actively respond to attacks on systems. Many implementations of in-
trusion monitoring systems have the ability to perform specific ac-
tions when an event takes place. Those actions range from
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notification to a human to automatic reconfiguration of a device and
blocking the connection at the network level.

• information security organizations understand the attacks being
made and can build systems and networks to resist those attacks. As
attacks are made against the organization, reviewing the information
captured by the intrusion monitoring system can assist in the devel-
opment of better tools, practices, and processes to improve the level
of information security and decrease the risk of loss.

• metrics reporting is provided. As in any program, the ability to report
on the operation of the program through good quality metrics is es-
sential. Most organizations do not know if there has been a success-
ful penetration into their network because they have no good
detection methods to determine this.

IMPLEMENTATION EXAMPLES
As more and more organizations enter the electronic-business (E-biz) fo-
rum in full gear, the effective protection of those systems is essential to
being able to establish trust with the customer base that will be using
them. Monitoring of the activity around those systems will ensure that
one responds to any new attacks in an appropriate fashion, and protects
that area of the business — both from financial and image perspectives.

Implementing an intrusion monitoring and detection system enables
monitoring at specific sites and locations within the network. For example,
one should be immediately concerned with Internet access points and the
extranets that house so many critical business services on the Internet.

Second, organizations should be working with information owners on
the top-ten FBI list, on how to handle corporate strategic information.
That venture would involve installing an intrusion monitoring system and
identifying the information that people are not allowed to access, and
then using that system to log the access attempts and block the network
connections to that information.

The following examples are intended to identify some areas where an
intrusion monitoring system could be installed and the benefits of each.

Monitoring at the Secure Gateway
In Exhibit 10, the intrusion monitoring system is configured to monitor
the networks on both sides of the firewall. The intrusion monitoring sys-
tem is unable to pass packets itself from one side to the other. This type
of implementation uses a passive or nonintrusive mode of network data
capture.

To illustrate this, first consider the firewall. The firewall must retrans-
mit packets received on one network to the other network. This is intru-
sive as the packet is handled by the firewall while in transit. The intrusion
monitoring system, on the other hand, does not actually handle the pack-
Auerbach Publications
© 2000 CRC Press LLC



  

ured to Monitor the Networks on Both Sides

  

ns

 

EXHIBIT 10 — An Intrusion Monitoring System is Config
of the Fiirewall

Auerbach Publicatio
© 2000 CRC Press LLC



 

IMPROVING NETWORK-LEVEL SECURITY

         
et. It observes and examines the packet as it is transmitted on the net-
work.

This example also lends itself to monitoring those situations where the
traffic must be passed through the secure gateway using a local tunnel.
As this provides essentially unrestricted access through the secure gate-
way, the intrusion monitoring system can offer additional support, and
improved logging shows where the packet came from, and what it
looked like on the other side of the gateway.

Using an intrusion monitoring system in this manner allows metrics
collection to support the operation of the perimeter and demonstration
that the firewall technology is actually blocking the traffic it was config-
ured to block. In the event of unexpected traffic being passed through
anyway, the information provided by the intrusion monitoring system can
be used by the appropriate support groups to make the necessary correc-
tions and, if necessary, collect information for law enforcement action.

Monitoring at the Remote Access Service Entry
A second example involves the insertion of an intrusion monitoring de-
vice between the RAS access points and their connection to the corporate
network (see Exhibit 11). In this implementation, the intrusion monitoring
system is installed at the remote access point. With the clear realization
that most technical and intellectual property loss is through authorized in-
side access, it makes sense to monitor one’s remote access points. It is
possible to look for this type of behavior, active attacks against systems,
and other misuse of the corporate computing and network services.

Monitoring Within the Corporate Network
As mentioned previously, there is no ability to monitor specific subnets
within the corporate network where protected information is stored.
Through the implementation of intrusion monitoring, it is possible to
provide additional protection for that information without the require-
ment for a secure gateway.

Exhibit 12 reveals that the protected servers are on the same subnet as
the intrusion monitoring system. When the corporate network user at-
tempts to gain access to the protected servers, the intrusion monitoring
server can log and, if configured, intercept the connection attempt. This
also means that some guidelines on how to determine where to add an
intrusion detection system within the corporate network are required. In
many organizations, the corporate network is extensive and it may not be
feasible to monitor them all.

Monitoring the Extranet
This will facilitate monitoring attacks against externally connected ma-
chines or, in the event that a proper extranet has been implemented, by
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monitoring any attacks against the systems connected to the extranet.
However, in this instance, two IDSs may be required to offer detection ca-
pabilities for both the extranet and the firewall, as illustrated in Exhibit 13.

In this illustration, all activity coming into the extranet is monitored.
The extranet itself is also protected as it is not directly on the Internet, but
in a private organizationally controlled network. This allows additional
controls to be in operation to protect those systems.

SECURITY IS DIFFICULT TO QUANTIFY
Security is a business element that is often very difficult to quantify. This
is because security is a loss prevention exercise. Until something is miss-
ing, most people do not bother with it. However, application of an intru-
sion monitoring system external to network access points can provide

EXHIBIT 13 — Two IDS Systems May be Required to Offer Detection Ca-
pabilities for Both the Extranet and the Firewall
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valuable information that includes metrics describing the state of the se-
curity perimeter.

Aside from the monitoring component, some intrusion detection sys-
tems offer the ability to block network sessions where they are deemed
inappropriate or undesirable. These systems offer additional opportuni-
ties. Deployment of secure gateways can be problematic as the services
that are available to users on the external network are reduced due to
limitations at the secure gateway. Using the blocking technology, it may
be possible to deploy an intrusion monitoring and detection system to
monitor the traffic, but also block connection requests to protected infor-
mation or sites.

PROACTIVE AND REACTIVE MONITORING
The situations illustrated in Exhibits 10 through 13 are proactive imple-
mentations of an intrusion detection system. The other implementation
(not illustrated here) is reactive. A proactive approach calls for the instal-
lation and operation of the system in an ongoing mode, as well as ongo-
ing maintenance to ensure that the intrusion monitor is processing
information correctly. A reactive mode approach involves having an in-
trusion monitor system ready for installation, but not actually using it un-
til some event occurs. The operation of an effective intrusion monitoring
systems involves both of these elements.

However, there is the concept of realtime and interval-based intrusion
detection. Real time implies that the monitoring agent is run on a contin-
uous basis. Interval based means that the monitor is run as needed, or at
intervals. Vulnerability scanning is also seen as a form of intrusion detec-
tion by exposing holes in an operating system configuration. This is in-
terval-based monitoring, as it cannot be done all the time.

Information security organizations are often focused on the prevention
aspect of network security. They operate systems that are intended to lim-
it access to information and connectivity. This is a proactive activity that
requires ongoing analysis and corrective action to ensure that the net-
work is providing the services it should, and that is is properly protected.

COMPUTER INCIDENT RESPONSE TEAM
The benefits of the intrusion detection system (i.e., the ability to detect
undesirable activities) will be lost without the ability to respond to it. This
is done most effectively through the operation of a Computer Security In-
cident Response Team (or CIRT). Most CIRT teams are modeled after the
Carnegie Mellon Computer Emergency Response Team.

The object of the CIRT is to accept alarms from intrusion detection and
other sources. Its role is to review the incident and decide if it is a real
incident or not.
Auerbach Publications
© 2000 CRC Press LLC



 

DATA SECURITY MANAGEMENT

     
The CIRT must include personnel from corporate and information se-
curity, internal audit, legal, and human resources departments. Other
people may be called in as required, such as network engineering and
application providers.

Normally, the alarm is provided to a small group of the CIRT to eval-
uate. If it is agreed that there is an incident, then the entire CIRT is acti-
vated. The operation of the CIRT becomes a full-time responsibility until
the issue is resolved. There are a variety of potential responses and issues
to be resolved in establishing a CIRT. These are well covered in other
documents and will not be duplicated here.

The CIRT forms an integral part of the intrusion detection capability by
evaluating and responding to the alarms raised by the intrusion detection
systems. As such, the personnel involved must have time dedicated to
this function; it cannot take a back seat to another project.

Once the tactical response is complete, the CIRT will closely evaluate
the situation and make recommendations for review to prevent or reduce
the risk of further occurrence. In the protection cycle, these recommen-
dations are used to assess what further action is to be taken.

This being the case, a decision to implement intrusion detection is a
decision to implement and support a CIRT. Intrusion detection cannot
exist without the CIRT.

PENETRATION AND COMPLIANCE TESTING
The best method to test security implementation is to try it out. A pene-
tration test simulates the various types of attacks — both internal and ex-
ternal, blind and informed — against the countermeasures of the
network. Essentially, a penetration test attempts to gain access through
available vulnerabilities.

Penetration testing is part of the detection strategy. While intrusion de-
tection capabilities are required to monitor access and network status on
an ongoing basis, penetration is an interval-based targeted approach to
testing both the infrastructure, and the detection and reaction capabilities.

Penetration testing should be done as part of the network security
strategy for several purposes:

• To provide confidence or assurance of systems integrity: Vulnerability
scans often do not include attempts to exploit any vulnerability
found, or any of the long list of known vulnerabilities. This is be-
cause many of the systems being tested currently are in production.
A successful penetration test could seriously affect normal business
operations. However, the integrity of the system can be effectively
tested in a nonproduction role.

• To verify the impact of the security program: Penetration testing is
used to determine if the security program is performing as it should.
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There are a number of different products and services that work to-
gether to provide this infrastructure. Each can be evaluated on its
own, but it is much more complicated to test them as a system.

• To provide information that can be used in developing and prioritiz-
ing security program initiatives: Any issues found during a penetra-
tion test can alter and affect the direction of the security program
priorities. Should a major issue be found that requires correction, the
security program goals may be altered to provide a timely resolution
for the issue.

• To proactively discover areas of the infrastructure that may be subject
to intrusion or misuse: People do not install an alarm system in their
house and never test it. The same is true here. Ongoing evaluation al-
lows for the identification of components in the infrastructure that may
be less secure than desired, not operating as expected, or contain a
flaw that can be exploited. Taking a proactive stance means that it be-
comes possible to find and correct problems before they are exploited.

• To provide information that can be used in developing and prioritiz-
ing policy initiatives: Policy is not cast in stone; it must be updated
from time to time to reflect the changing needs of the business. Pen-
etration tests can assist in the testing and development of policies.
This is done using the information learned from the testing to evalu-
ate whether one is compliant with the policies, and if not, which is
correct — the implementation or the policy.

• To assess compliance with standards and policies: It is essential that
the infrastructure, once in operation, be compliant with the relevant
security policies and procedures. This verification is achieved
through penetration testing, or what is also known as protection test-
ing. Protection testing is the same as penetration testing but with a
slightly different objective. While penetration testing attempts to find
the vulnerabilities, protection testing proves that the infrastructure is
working as expected.

• To provide metrics that can be used to benchmark the security pro-
gram: The ability to demonstrate that the security infrastructure is op-
erating as expected, and that improvement is visible, are important
parts of the program. Metrics establish what has been and what is
now. It is also possible from collected to metrics to make “educated
guesses” about the future. By collecting metrics, one also gathers
data that can be used to benchmark the operation of our infrastruc-
ture as compared to the companies.

• For preimplementation assessments of systems or services: It is impor-
tant that appropriate evaluations are performed to ensure that the ad-
dition of new services to the infrastructure, or that is dependent on
the infrastructure operating correctly, be certified to ensure that no
vulnerabilities exist that could be exploited. When a new application
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is developed that interconnects both internal and external systems, a
penetration test against the application and its server is undertaken to
verify that neither holds a vulnerability to be exploited. This also as-
certains that if the external system is compromised, that the attacker
cannot gain access to the corporate network resources.

Types of Penetration Tests
There are essentially three major types of penetration testing, each with
their own tools and techniques:

• Level 1 — Zero Knowledge Penetration Testing: This attempts to
penetrate the network from an external source without knowledge of
its architecture. However, information that is obtained through pub-
licly accessible information is not excluded.

• Level 2 — Full Knowledge Penetration Testing: This attempts to
penetrate the network from an external source with full knowledge
of the network architecture and software levels.

• Level 3 — Internal Penetration Testing: This attempts to compro-
mise network security and hosts from inside one’s network.

Penetration testing is interval based, meaning that it is done from time to
time and against different target points. Penetration testing is not a real-
time activity.

The process consists of collecting information about the network and
executing the test. In a Level 1 test, the only information available is what
is published through open source information. This includes network
broadcasts, upstream Internet service providers, domain name servers,
and public registration records. This helps simulate an attack from an un-
sophisticated intruder who may try various standard approaches. This ap-
proach primarily tests one’s ability to detect and respond to an attack.

A Level 2 penetration test assumes full knowledge of the hardware
and software used on the network. Such information may be available to
meticulous and determined intruders using whatever means, including
social engineering, to increase their understanding of your networks.
This stage of the test assumes the worst-possible scenario and calls to
light the maximum number of vulnerabilities.

A Level 3 penetration test, or acid test, is an attack from within the net-
work. This is the best judge of the quality of the implementation of a
company’s security policy. A real attack from within a network can come
from various sources, including disgruntled employees, accidental at-
tacks, and brazen intruders who can socially engineer their way physical-
ly into a company.

Penetration testing should be considered very carefully in the imple-
mentation of an overall detection program, but it can lead to the negative
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side effects one is trying to prevent. Therefore, penetration testing should
be used cautiously, but still be used to attempt to locate vulnerabilities
and to assess the overall operation of the protection program.

SUMMARY
This article has presented several implementations of secure gateway and
intrusion detection techniques, while focusing on the business impact of
their implementation. It is essential that the security professional consider
the use of both network and host-based intrusion detection devices, and
balance their use with the potential for impact within the operating envi-
ronment.

A key point worth remembering is that the implementation of technol-
ogy is only part of the solution. There must be a well-thought-out strate-
gy and a plan to achieve it.

Chris Hare, CISSP, ACE, works at Nortel.
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